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Understand the basic concepts of risk related to risk 

management

Explain the goal, content and correlation between ISO 31000 

and ISO 31010 and other standards and regulatory 

frameworks

Explain the functioning of a risk management system 

according to ISO 31000 and its key processes
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Training Objectives

Acquiring Knowledge
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Training Objectives

Development of competencies

Acquire the knowledge necessary for the implementation, 
management and maintenance of an ongoing risk 
management programme

Interpret the requirements of ISO 31000 on risk management

Acquire the skills necessary to effectively advise organizations 
on the best practices in Risk Management

Strengthen the personal qualities necessary to act with due 
professional care when implementing a risk management 
programme
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Risk Management Process according to 
ISO 31000

Risk Assessment
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Risk Identification

Risk Analysis

Risk Evaluation

Risk Treatment

Context Establishment
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4.1. Assessment

of

consequences

4.2 Assessment 

of incident 

likelihood

4.3 Level of risk 

determination

6.1 Risk 

treatment 

options

6.2 Risk 

treatment 

plan

6.3 Evaluation 

of

residual risk

PECB Risk Management Framework

6. Risk 

Treatment
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9. Monitoring and Review of Risk

3. Risk 

Identification

4. Risk 

Analysis

5. Risk 

Evaluation

Risk Assessment

8. Risk Monitoring and Review

7. Risk Communication and Consultation

5.1 

Evaluation of 

levels of risk

based on risk       

evaluation criteria
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3.1

Identification of 

sources of risk, 

events and 

consequences
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Structure of ISO 31000

a) Creates and protects value

b) Integral part of 
organizational processes

c) Part of decision making

d) Explicitly addresses 
uncertainty

e) Systematic, structured and 
timely

f) Based on the best 
available information

g) Tailored

h) Take human and cultural 
factors into account

i) Transparent and inclusive

j) Dynamic, iterative and 
responsive to change

k) Facilitates continual 
improvement and 
enhancement of the 
organization

Principles (clause 3)

Mandate and 

commitment (4.2)

Design of

framework for 

managing risk 

(4.3)

Implementing 

risk 

management 

(4.4)

Continual 

improvement 

of the 

framework 

(4.6)

Monitoring and 

review of the 

framework (4.5)

Framework (clause 4)

Establishing 

the context (5.3)
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.6
)Risk identification (5.4.2)

Risk analysis (5.4.3)

Risk evaluation (5.4.4)

Risk treatment (5.5)

Process (clause 5)

Risk assessment
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Risk

ISO 31000, clause 2.1

3. Negative view
Harmful event

2. Neutral view

Probability of events

1. Positive view

Potential gain

RISK

Definition : Effect of uncertainty on objectives 
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The Calculation of Risk

A question of probability 

• When tossing a coin one can predict there is a 50%

probability of being wrong

• On the contrary, predicting that when tossing a

million times, 500,000 will fall face down with a +/-

1% tolerance, the risk of errors is almost zero

By having an infinite number of 

data on a risk, you can: 

 Predict trends in future events with 

near-certainty
 On the contrary, we can not foresee, 

(or even predict) a next event or a 
specific event
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Selecting a Risk Analysis Approach

ISO 31010

Qualitative analysis:

Qualitative  assessment  uses  a  scale  of  qualifying attributes  

to  describe  the  magnitude  of  potential consequences (e.g. 

Low, Medium and High) and the likelihood that those 

consequences will occur. 

Quantitative analysis: 

Quantitative assessment uses a scale with numerical values 

(rather than the descriptive scales used in qualitative 

assessment) for both consequences and likelihood, using data 

from a variety of sources.

Choice between a qualitative or quantitative approach (or a mix)



10

1. A high level risk assessment is 

conducted to identify the higher risks to 

justify a more detailed analysis

2. The second iteration may be a further 

review of high risks discovered during 

the first iteration and integrate a 

quantification of risk for certain 

scenarios Assessment 

satisfactory?

Yes

No

Risk assessment is often done in two iterations (or more):

High level assessment

Detailed assessment

Risk treatment

Iterative Approach to Risk Assessment
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Selecting a Risk Assessment Methodology

Criteria to consider

1 Compatibility with the ISO 31000 criteria

2 Language of the method – it is crucial to master the vocabulary used

3 Existence of software tools facilitating use

4 Documentation, trainings, support, qualified labour available

5 Ease of use and pragmatism of the method

6 Costs

7 Existence of means of comparison (metrics, case studies, etc.)
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Planning Activities for Risk Assessment

Success factors for the short-term planning

 Planning is essential for the success of risk assessment

projects

 It may be preferable to align the development of the risk

treatment plan (from the assessment of risk) with the

budget plan of the organization

 The active participation of stakeholders (at least those in

house) is essential for the successful completion of the

risk assessment and to the selection of risk treatment

options (involvement in terms of resources)
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Certified ISO 31000

Risk Manager
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Risk Identification

ISO 31010, clause 5.2

• Risk identification is the process of finding,

recognizing and recording risks.

• The purpose of risk identification is to identify

what might happen or what situations might

exist that might affect the achievement of the

objectives of the system or organization.
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Identify Sources of Risk 

ISO 31000, clause 2.16

Definition of Source of Risk

Element which alone or in combination 

has the intrinsic potential to give rise to 

risk

Definition of Threat

Potential cause of an unwanted

incident which may result in harm to a

system or an organization

ISO 27000, clause 2.83

• ISO 31000 does not provide with examples on how to derive Risk from

the analysis of the Sources of Risk.

• We will be using the guidance of ISO 27005 to illustrate one way to

derive Risk from Sources of Risk (called Threats in ISO 27005).

• Although ISO 27005 focuses mainly on information security risk

management, some elements of this standard can be combined with

ISO 31000.

• ISO 31010 proposes other methods to analyze risks.



16

Risk Analysis

ISO 31010, clause 5.3.1

 Risk analysis is about developing an understanding of 

the risk.

 Risk analysis consists of determining the consequences 

and their probabilities for identified risk events, taking 

into account the presence (or not) and the effectiveness 

of any existing controls.

 The consequences and their probabilities are then 

combined to determine a level of risk.
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Assessment of Consequences

ISO 31000, clause 5.3.3

• Consequence analysis determines the nature and type of

impact which could occur assuming that a particular event

situation or circumstance has occurred.

• Consequence analysis can vary from a simple description

of outcomes to detailed quantitative modeling or

vulnerability analysis.
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Assessment of Incident Likelihood

ISO 31010, clause 5.3.4

Three general approaches are commonly employed to estimate

probability; they may be used individually or jointly:

• The use of relevant historical data to identify events or

situations which have occurred in the past and hence be

able to extrapolate the probability of their occurrence in the

future.

• Probability forecasts using predictive techniques such as

fault tree analysis and event tree analysis

• Expert opinion can be used in a systematic and structured

process to estimate probability.
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Risk Evaluation

ISO 31000, clause 5.4.4 & ISO 31010, clause 5.4

• The purpose of risk evaluation is to assist in making

decisions, based on the outcomes of risk analysis, about

which risks need treatment and the priority for treatment

implementation.

• Risk evaluation involves comparing the level of risk found

during the analysis process with risk criteria established

when the context was considered.

• Based on this comparison, the need for treatment can be

considered.
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Risk Treatment

ISO 31010, clause 4.3.5

 Having completed a risk assessment, risk treatment 

involves selecting and agreeing to one or more relevant 

options for changing the probability of occurrence, the 

effect of risks, or both, and implementing these options.

 This is followed by a cyclical process of reassessing the 

new level of risk, with a view to determining its tolerability 

against
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Risk Treatment Options

ISO 31000, clause 5.5.2

2.6.

5.

4.

3.

1.

Risk Removing

Risk Changing

Risk Sharing

Risk Retaining

Risk Avoidance

Risk Increase
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Risk Avoidance 

ISO 27005, clause 9.4

When the identified risk scenarios are considered 

too high, a decision can be taken to avoid the risk 

entirely: 

By the cancellation of an activity or set of 

activities

Or modify the conditions under which the 

business operates

Example : We avoid the risk by stopping doing 

business in certain markets that are too risky
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Residual Risk Acceptance

2. Treated Risk
Risk eliminated with controls

1. Residual Risk
Risk remaining after treatment of risk

Management must be 

aware of the residual 

risks and accept 

responsibility for them

Inherent Risk
All risks without accounting for 

controls

2

1
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Defining Risk Communication Objectives

Risk communication should be carried out to achieve:

Assure the results of the organization's risk management

Collect risk information

Share the results obtained through the risk assessment and 

present the risk treatment plan

Coordinate with other parties and plan responses to reduce the 

consequences of incidents that may occur

To give decision makers and stakeholders a sense of responsibility 

about risks

Improve awareness about risk management issues
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Principles of a Efficient Communication 
Strategy 

Transparency
Make the processes, procedures, methods, data sources and assumptions used in communication available to all 
interested parties, taking account of the confidentiality of information as required communication

1

2

3

4

5

Appropriateness
Make information provided in communication relevant to interested parties, using formats, language and media 
that meet their interests and needs, enabling them to participate fully

Credibility
Conduct communication in an honest and fair manner, and provide information that is truthful, accurate and 
substantive. Develop information and data using recognized and reproducible methods and indicators

Responsiveness
Respond to the queries and concerns of interested parties in a full and timely manner. Make interested parties 
aware of how their queries and concerns have been addressed

Clarity
Ensure that communication approaches and language are understandable to interested parties to minimize 
ambiguity
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Monitoring, Reviewing and Improving
Risks Management

Elements to be considered

1 Legal and environmental context

2 Competitive context

3 Risk assessment approach

4 Asset values and categories

5 Impact criteria

6 Risk evaluation criteria

7 Risk acceptance criteria

8 Total maintenance cost

9 Required resources



27

Risk Management Continual 
Improvement

Continual improvement is a process of increasing

the effectiveness and efficiency of the organization

to fulfill its policy and objectives

In small but certain steps
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Root cause analysis

Failure mode 
effect analysis

Fault tree analysis

Event tree analysis

Cause and 
consequence analysis

Cause-and-effect analysis

Layer protection 
analysis (LOPA)

Reliability centered maintenance

Sneak circuit analysis

Markov analysis

Monte Carlo simulation

Bayesian statistics 
and Bayes

FN curves

Risk indices

Brainstorming

Structured or semi-
structured interviews

Delphi

Check-lists

Primary hazard analysis

Hazard and operability 

studies (HAZOP)

Hazard Analysis and Critical 

Control Points (HACCP)

Decision tree

Human reliability analysis

Bow tie analysis

Consequence 
/ probability matrix

Cost/benefit analysis

Multi-criteria decision 
analysis (MCDA)

Environmental risk assessment

Structure « What if? » (SWIFT)

Scenario analysis

Business impact analysis

Tools used for Risk Assessment - ISO 31010
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A. Brainstorming

IEC/ISO 31010, Annex B, B.1 

Lack of 

interest in 

job

Abundant 

resources

Lack of 

training

Drive-thru 

microphone 

difficulties

Water 

shortages

Not enough 

barcode 

readers

Buying time 

measured 

incorrectly 

BRAINSTORMING
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B. Delphi Technique

IEC/ISO 31010, Annex B, B.3 

Consensus

The Delphi technique is a procedure to obtain a reliable consensus of opinion from a group of 

experts.



32

C. HAZOP – Hazard & Operability 
Analysis

IEC/ISO 31010, Annex B, B.6

HAZOP is the acronym for HAZard and OPerability study 

and, is a structured and systematic examination of a 

planned or existing product, process, procedure or system. 

It is a technique to identify risks to people, equipment, 

environment and/or organizational objectives. 

AH O PZ



33

D. HACCP - Hazard Analysis Critical 
Control Point 

ISO 31010, Annex B, B.7

Hazard Analysis and

Critical Control Points is a

food safety system used

to identify and control

food safety hazards.

HACCP is a preventive

system which scientifically

analyzes every step of the

manufacturing process to

identify microbiological,

physical, and chemical

hazards.

Hazard

Analysis

CriticalControl

Points

HACCP
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Present situation Intervention Wild card

2014 2025 2050

Possible future scenarios are identified

through imagination or extrapolation from

the present and different risks considered

assuming each of these scenarios might

occur. This can be done formally or

informally qualitatively or quantitatively

E. Scenario Analysis

ISO 31010, Annex B, B.10

Best case scenario

Trend scenario

Worst case scenario
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F. FMEA and FMECA

Definitions

FMEA (Failure Mode and Effects Analysis)
This is a technique used to determine failures and 
errors that occur in manufacturing, design or production 
of products or services.

FMECA (Failure Mode, Effects and Criticality 

Analysis)
This technique is used to determine the consequences 
of failure modes. It is more sofisticated than FMEA 
because it also includes the criticality analysis. 
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G. Fault Tree Analysis (FTA)

Used to identify the causes of problems within a process 

and helps identify areas of concern for new product design 

or for improvement of existing products

Hot Water
Header Explodes

Pressure Relief
Valve Fails

High Water
Temperature

Relief
Valve

Frozen

High
Temp
Cut-off
Fails

Temp
Regulator

Fails

Relief Valve
Disch line
Plugged

RV Line
Frozen

RV Line
Crimped

Pipe 
Plug

Installed
in line

AND Symbol

OR Symbol
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H. Cause and Effect Analysis

Ishikawas illustrate multiple levels of potential causes 

(inputs), and ultimate effects (outputs), of problems 

or issues that may arise in the course of business

Cause-and-effect

Cause Effect

Materials Methods

Manpower Machinery


