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module 1 
Course Introduction 

leT’s geT To kNow eACh oTher
Introduce yourself in the following format:

 ● Name

 ● Company

 ● Role and background

 ● Familiarity with Internet-related terminologies

 ● Experience with smart devices and network protocols

 ● Expectations from this course

oVerVIew
This 2-day course covers the basic concepts, terminologies, and key components of the concepts 
of Internet of Things (IoT). It explains the business perspectives of IoT, including the advantages 
of early adoption and monetization models. Further, it explains the enabling technologies, such as 
cloud computing and big data, that support IoT and the various challenges which would accompany 
IoT adoption. Several scenarios describe the use cases and applications of IoT that result in smart 
applications and services which will inspire you to make the move to IoT. The course ends with 
predictions of IoT for the future and a likely status of the connected world in 2020.

Course leArNINg oBjeCTIVes
At the end of this course, you will be able to:

 ● Define concepts and terminologies of IoT.

 ● Examine new devices and interfaces that are driving the IoT growth.

 ● Relate to business perspectives of IoT (advantages of early adoption of IoT technologies).

 ● Predict implications of IoT for your business.

 ● Examine the role of enabling technologies for IoT, such as cloud computing and big data.

 ● Identify security and governance issues with IoT.

 ● Examine future growth opportunities of IoT in the coming years.
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Course Agenda
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AY
 1

Module Subject Start End Total Time
(in hours)

01 Course Introduction 9.00 9.30 0.30

02 Concepts and Terminologies 9.30 11.00 1.30

03 Business Orientation 11.00 13.00 2.00

Lunch and Break 13.00 14.00 1.00

04 Basic Building Blocks of IoT - Architecture 14.00 16.00 2.00

Q&A 16.00 17.00 1.00

Total (Less Lunch and Break) 7.00

Total 8.00
Internet of 
Things–
Business 
Perspectives 

5Copyright © 2017 |
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 2

module subject start end Total Time
(in hours)

Recap (Day 1) 9.00 9.30 0.30

05 Enabling Technologies of IoT + Lab Activities 9.30 11.30 2.00

06 IoT Security and Top Governance Issues 11.30 12.30 1.00

Lunch and Break 12.30 13.30 1.00

06 IoT Security and Top Governance Issues (Contd.) 13.30 14.30 1.00

07 IoT Case Studies and Future Predictions 14.30 15.30 1.00

EPG and Q&A Session 15.30 16.00 0. 30 

Mock Exam 16.00 17.00 1.00 
Total (less lunch and Break) 7.00

Total 8.00

ACTIVITIes
This course contains video clips and scenario-driven activities, spread out in different modules (with 
the intent of enhancing participants understanding and perspectives), adding context to the content, 
reinforcing knowledge, and building confidence. 

Activities include individual and group participation, wherein participants will reflect upon their 
understanding. Activities give participants the opportunity to organize their own thoughts, or can be 
collected by the instructor to gain feedback from the participants. Advantages include developing 
participants’ abilities to think holistically and critically.

Course Book | Internet of Things Foundation
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lAB ACTIVITIes
This course contains two lab exercises which will allow participants to get an hands-on experience in 
creating simulated devices and deploy IoT applications using IoT platforms.

Conducting lab exercises will require Internet connection and a minimum of two devices – a combination 
of a smartphone, tablet, or laptop. Both the exercises are engaging and will allow the participants to 
explore the IoT applications themselves and build their knowledge, which will further expand the IoT 
spectrum for learners.

exAm
At the end of the course, an exam will be conducted. The exam details are given below.

 ● Bloom level: 1 and 2 

 ● Question Type: Multiple Choice Questions (MCQs)

 ● Question Number and passing mark: 40 questions with a minimum passing rate of 65% 
(26 correct out of 40) 

 ● Time: 60 minutes (15 minutes extra for non-native examinees)

 ● exam Type: Closed book 

 ● suggestion: Recommended that participants take the exam after completion of the course

Course Book
There is a separate course book that you can refer after the session. It is a comprehensive source of 
information and contains whatever is taught in each module. The course book contains several useful 
exercises related to the course.

moDule summAry
In this module, you learnt:

 ● Internet of Things (IoT) – Business Perspectives is a 2-day course that is designed to provide 
an exposure to the various aspects of IoT and network protocols.

 ● What are the various objectives that this course will help you accomplish? 

 ● What is the 2-day schedule of the training?

 ● The course contains two primary activities, individual/group activities and lab exercises.

 ● The exam of this course will have 40 MCQs, and its duration will be 60 minutes.

 ● The courseware is a comprehensive source of information and contains whatever is taught in 
each module.

Module 1 | Course Introduction  

Copyright © 2017 │ 3Sample Material - Not for Resale



Sample Material - Not for Resale



module 2 
Concepts and Terminologies

moDule leArNINg oBjeCTIVes
At the end of this module, you will be able to:

 ● Relate to Internet, things, and Internet of Things (IoT).

 ● Recognize the types of IoT: Consumer IoT (CIoT) and Industrial IoT (IIoT) and the comparison 
between them.

 ● Explain the history and evolution of IoT and the Hype Cycle of emerging technologies.

 ● List characteristics of things and benefits of IoT.

 ● State characteristics and lifecycle of Cyber-Physical System (CPS).

 ● Distinguish between IoT, Machine-to-Machine (M2M), and Internet of Everything (IoE).

 ● Discuss the facts and figures around IoT.

 ● Describe IoT application areas.

moDule TopICs
The following topics are covered in the module:

IoT Types, History 
and Evolution of IoT

Introduction: Internet, 
Things, and IoT

Cyber-Physical 
Systems and 

Differences Among 
IoE, M2M, and IoT

Facts and Figures 
Around IoT and IoT
Application Areas

Computation

Information

PhysicalCyber

System
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INTroDuCTIoN: INTerNeT, ThINgs, AND IoT
Quiz: Internet of Things

Have you heard about the IoT ? 

If so, what does it closely resemble from the following options?

Internet of Things is (Select the most relevant answer):

a) A technology that enables things to connect and communicate with each other.

b) A service, like cloud services, which enables things to interact with each other.

c) A giant network of connected things that also includes people and animals.

d) An environment that facilitates connecting anything and everything on the planet.

e) A business opportunity that benefits from connecting physical things to a digital world.

Quiz Activity

Answer: c) A giant network of connected things that also includes people and animals.

Defining Internet
Internet is “a global network connecting millions of embedded hardware devices (computer, 
smartphones, and tablets) providing a variety of information and communication facilities, consisting 
of interconnected networks using standardized communication protocols”. 

Internet

Internet is the global system of interconnected computer networks that use the Internet protocol suite 
(TCP/IP) to link billions of devices worldwide. It is a network of networks that consists of millions of 
private, public, academic, business, and government networks of local to global scope, linked by a 
broad array of electronic, wireless, and optical networking technologies. The Internet is also often 
referred to as the Net, as a short form of Network. The Internet carries many network services, most 
prominently mobile apps such as social media apps, the World Wide Web (WWW), electronic mail, 
multiple layer online games, Internet telephony, and file sharing services.

Many people use the terms Internet and Web, interchangeably, but the two terms are not identical. 
In 1989, Tim Berners-Lee invented the WWW (an Internet-based hypermedia initiative for global 
information sharing) while at CERN, the European Particle Physics Laboratory located near Geneva. 

Course Book | Internet of Things Foundation
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He wrote the first Web client and server in 1990. His specifications of Uniform Resource Identifiers 
(URIs), HyperText Transfer Protocol (HTTP), and HyperText Markup Language (HTML) were updated 
as Web technology spread. The WWW is the primary application that billions of people use on the 
Internet, and it has changed their lives immensely. Ever, since 1991, when WWW was conceptualized, 
people across the world were able to connect through Internet to share, learn, and care.

Describing Things
Things refers to any physical object (people, animals, and things) that can be uniquely identified 
(by IP address) and that can send/receive data by connecting to a network. For example, buildings, 
vehicles, smartphone, animals, camera, etc.

Energy 
Substation

Smartphone Wearables
Animals

Vehicles

Stoplight

Parking 
MeterCamera

Industry

Gas Pump
• 2G/3G/4G
• ZigBee
• Wired

• BlueTooth
• Wi-Fi
• Near Field 

Communication
Networks

Building

Smart Meter
Gas

Things, in this context, consist of not only people and animals, but also servers, applications, shampoo 
bottles, cars, roads, coffee machines, park benches or just about any other random item that you can 
think. Once a thing has a unique identifier, it can be tagged, assigned a URI, and monitored for the 
required status (for example, health) and data exchange over a network. Each thing on the Internet 
can be identified with a unique ID: the IP address.

The IP address is a unique string of characters and numbers which helps identify a device, locate the 
device on the network, and route the Internet traffic.

Introduction: Internet of Things
IoT is a digital technology revolution that is even bigger than the industrial revolution !!

So, what is Internet of Things or IoT? 

“The Internet of Things or IoT is the network of physical objects that contain embedded technology to 
communicate and sense or interact with their internal states or the external environment”.

Source: Gartner

Module 2 | Concepts and Terminologies 
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what is Internet of Things?
Merging “Internet” and “Things” by making them work hand in hand, we land up to a powerful concept 
known as the IoT.

INTerNeT + ThINgs = IoT

Some examples of devices that have the capability to connect and communicate through Internet:

Internet

Smart 
Phones

Computers

Garage 
Door 

Opener 

Internet 
Connected 
Sprinklers 

Water 
Quality 

Sensors
ATM 

Machines

Electricity 
and Utility 

Meters

Cars and 
Other 

Vehicles

Medical 
and Health 
Monitoring 

Devices
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Internet of Things Definition(s)
Today there are several definitions for IoT, but there is no single standard definition that is followed by 
many organizations. Here are two such definitions:

A network of physical objects or ‘things’ that can interact with each other to share information and 
take action.

or
An infrastructure of interconnected objects, people, systems, and information resources together 
with intelligent services to allow them to process information of the physical and the virtual world and 
react.

Source: ISO/IEC 2015

In simple words IoT describes a system where items containing sensors in the physical world are 
connected to the Internet via wireless and wired Internet connections.

IoT Types, hIsTory AND eVoluTIoN oF IoT
IoT Types: Industrial and Consumer

Industrial 
Internet of Things

Consumer
Internet of Things

IoT 
Types

There are two types of IoT: CIoT and IIoT. The differences between CIoT and IIoT are:
 ● CIoT often focuses on convenience for individual customer, whereas IIoT is strongly focused 

on the industry sector, improving the efficiency, security, and output of operations with a focus 
on Return on Investment (ROI).

 ● For IIoT, the scope can be within an organization (smart factory) or between organizations 
(retailer supply chain). This is definitely the most established and mature part of IoT. The IIoT 
will help a business to achieve:

 ○ Efficiency

 ○ Harness intelligence from a wide range of equipment

Module 2 | Concepts and Terminologies 
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 ○ Improve operations (productivity)

 ○ Increase customer satisfaction

 ● For CIoT, the scope can be a single individual, family, small group, or community. The CIoT will 
help make life easier for consumers by improving:

 ○ Quality

 ○ Comfort 

 ○ Security 

 ○ Convenience

 ○ Efficiency

Industrial Internet of Things
Industry + Internet + Things = Industrial Internet of Things (IIoT)

The IIoT represents industry-oriented applications where:
 ● Devices are gadgets functioning in industrial, transportation, energy, or medical environment.

 ● Data quantity and rates tend to vary from sustained to relatively high.

 ● Applications are safety critical, for example, the misbehaving of a smart traffic system can 
threaten drivers.

 ● IIoT applications tend to be system centric.

IIoT incorporates machine learning and big data technology by utilizing the sensor data, M2M 
communication, and automation technologies that have existed in industrial landscape for a long 
time. The driving force behind the IIoT is that smart gadgets are better than humans at accurately, 
consistently capturing, and communicating data. 

This data can support organizations to discover inefficiencies and problems sooner, save time and 
money, and support business intelligence efforts. In the manufacturing sector, IIoT holds promising 
potential for quality checks, sustainable and environmental-friendly practices, supply chain traceability, 
and overall supply chain efficiency.

Course Book | Internet of Things Foundation
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Consumer Internet of Things
Consumer + Internet + Things = Consumer Internet of Things (CIoT)

The CIoT is a category of consumer-oriented applications where:
 ● Gadgets are consumer devices, for example, mobile, refrigerator, glasses, etc.

 ● Data quantity and rates are comparatively low.

 ● Applications are not very critical, for example, failure of fitness gadgets will not harm you.

 ● CIoT applications are consumer centric. 

Examples of CIoT include fitness trackers, intelligent home thermostats, Wi-Fi connected cameras, 
virtual reality headsets, smart fridges and toasters, alarm panels, smart glasses, wearable computing 
products, etc.

The CIoT technology platform is huge and diverse. In general, CIoT use cases and applications can 
be categorized into three domains that varies from a individual use to large entities, each with an 
increasing scope:

 ● personal IoT: The purview is a single person, such as a smartphone equipped with Global 
Positioning System (GPS) sensor or a fitness device that measures the heart rate. This is one 
of the fastest growing consumer-oriented areas of IoT. 

 ● group IoT: The purview is a relatively small group of people, such as a family in a smart 
house, co-travellers in a vehicle, or a group of tourists. This is one of the most challenging 
areas and is still in its nascent stage. 

 ● Community IoT: The purview is a huge group of people, potentially thousands and more; 
usually this is used in the context of public infrastructure, such as smart cities or smart public 
transport. This is a potentially promising IoT area. 

Module 2 | Concepts and Terminologies 
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supermarket scenario

Refer to the Appendix  A for the video script.

parking lot scenario

Refer to the Appendix  A for the video script.

The history of “Internet of Things”
 ● Although the concept wasn’t named until 1999, the IoT has been in development for decades. 

 ● 2008-2009: According to Cisco Internet Business Solutions Group (IBSG), the Internet of 
Things was born in between 2008 and 2009, at simply the point in time when more “things or 
objects” were connected to the Internet than people.

A BRIEF HISTORY OF THE IOT
1999: IoT Nomenclature

Kevin Ashton formulates the term "Internet of Things" and establishes MIT''s Auto-ID
Center, a global research network of academic laboratories focused on RFID and the IoT.

Source: Baseline

The first Internet appliance was a Coke machine at Pittsburgh’s Carnegie Mellon University, 
Pennsylvania, USA, in the early 1980s. Programmers working several floors above the vending 
machine wrote a server program that tracked time for which a storage column in the machine had 
been empty. The programmers could connect to the machine over the Internet, check the status of 
the machine and determine whether or not there would be a cold drink awaiting them, and should they 
make the trip down to the machine.

evolution of web
Over the years, the Internet has developed and improved, but has not changed much since it 
essentially shares information, like it was designed to do during the Advanced Research Projects 
Agency Network (ARPANET) era. However, in the early stage, there were several communication 
protocols, such as AppleTalk, Token Ring, and IP. 

Course Book | Internet of Things Foundation
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Evolution of Web involved following:

Research 
Phase

Brochureware
Phase

Online 
E-commerce 

Phase

Social  
Networking 

Phase

The Web has gone through several distinct evolutionary stages: 
 ● research phase: The first phase of the Web was the research phase, when the Web was 

called the Advanced Research Projects Agency Network (ARPANET). During this phase, the 
Web was predominantly used by academia for research purposes. 

 ● Brochureware phase: The second phase of the Web can be coined as “Brochureware”. 
Characterized by the domain name “Gold Rush”, this stage focused on the need for almost 
every company to share information on the Internet about its products and services. 

 ● online e-commerce phase: The third evolution in the chronology of Web history moved 
the Web from static data to transactional information, where products and services could be 
transacted online. This phase saw an explosion of companies, such as eBay and Amazon.
com. This phase also will be infamously reminisced as the “Dot-Com” boom and bust. 

 ● social  Networking phase: The Web is currently in the fourth stage that is the “social” or 
“networking” Web, where companies, such as Facebook, Twitter, and LinkedIn have become 
hugely popular and profitable by letting people communicate, connect, and share information 
(text, photos, and video) about themselves within their network.

Today, the Internet is largely standardized on Internet Protocol (IP). In this context, IoT becomes 
immensely important because it is the Internet’s first real evolution: A leap that will lead to revolutionary 
applications that can dramatically improve the way people live, learn, work, and entertain themselves. 

IoT has made progress with the following:
 ● IoT has made the Internet sensor-based devices (temperature, pressure, vibration, light, 

moisture, and stress) becoming more proactive and less reactive.

 ● Patients are ingesting sensing devices into their bodies to help doctors diagnose and determine 
the causes of certain diseases. 

 ● Extremely small sensors can be placed on plants, animals, and geologic features and get 
connected to the Internet.

 ● The Internet is expanding into places that until now have not been reachable, such as 
interstellar space.

Module 2 | Concepts and Terminologies 
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hype Cycle of emerging Technologies, 2015

Expectations

Smart Advisors

Micro Data Centers
Digital Dexterity

Neurobusiness

Biochips

Connected Home

Smart Robots
3D Bioprinting Systems for Organ Transplant 

Bioacoustic
Sensing

People-Literate Technology

Digital Security
Virtual Personal Assistants

Smart Dust

Cryptocurrency Exchange

Advanced Analytics with Self-Service Delivery
Autonomous Vehicles
Internet of Things
Speech-to-Speech Translation

Machine Learning
Wearables

Cryptocurrencies
Consumer 3D Printing
Natural-Language Question Answering

Hybrid Cloud Computing

Augmented Reality Enterprise 3D Printing

Gesture Control

Virtual Reality
Autonomous Field Vehicles

Innovation 
Trigger

Peak of 
Inflated 

Expectations

Trough of
Disillusionment

Slope of Enlightenment Plateau of 
Productivity

As of July 2015

Plateau will be reached in:

Less than 2 years 2 to 5 years 5 to 10 years More than 10 years Obsolete 
before plateau

Citizen Data Science

Software-Defined Security

Internet of Things (loT) Platform

Affective Computing

Volumetric Displays

Brain-Computer Interface
Quantum Computing

Human Augmentation

Source: http://na2.www.gartner.com/imagesrv/newsroom/images/emerging-tech-hc.png;wa0131df2b233dcd17

According to Gartner’s report, the IoT has reached the height of its hype, as on July 2015.

Gartner publishes Hype Cycle of emerging technologies, a type of report card for various trends 
and catchwords, every year. Gartner has a firm opinion that most emerging technologies undergo a 
natural process in which they are triggered by some innovation, then they reach a peak of inflated 
expectations. As the technologies mature, the hype around them diminishes and they become a part 
of mainstream technology.

Course Book | Internet of Things Foundation
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Characteristics of “Things”
Characteristics of things should be:

Unique Identification

Detect Presence 

Autonomous

Interoperable 

Service-Based Operation

Cooperation Between Autonomous Objects 

Low Power Operation

Contextual

Programmable

Fail-Safe Operation

Things in IoT exhibit certain characteristics:
 ● unique Identification: Possess a unique identification that distinguishes each object from 

others in the network.

 ● Detect presence: Detect the presence of other objects autonomously and further interact with 
each other and work accordingly.

 ● Autonomous: Receive or capture data autonomously.

 ● Interoperable: Be interoperable among various communication technologies, which implies 
that there are multiple communication protocols and technologies that IoT devices will need 
to work with.

 ● service-Based operation: Have a service-based operation, which implies that if there are 
two or more objects in the vicinity or in contact, they should be able to communicate directly 
with each other and exchange information and data if necessary.

 ● Cooperation Between Autonomous objects: Cooperate between autonomous objects 
(things). If two such objects can interact and cooperate with each other to accomplish any 
predefined or necessary task(s), it can intensify the value of an application manifold.

 ● low power operation: Operate at low power.

 ● Contextual: Be contextual in nature.

 ● programmable: Be programmable by user.

 ● Fail-safe operation: Maintain a fail-safe operation and most importantly, be secure.

Module 2 | Concepts and Terminologies 
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CyBer-physICAl sysTems AND DIFFereNCes AmoNg Ioe, m2m, 
AND IoT
NIsT: Cyber-physical systems Framework
Cyber-Physical Systems (CPS) are smart systems that include co-engineered interacting networks of 
physical and computational components (including human users).

Cyber-
Physical 
Systems

Smarter 
Planet

Sustainable 
Cities

Machine-
to-Machine

Internet of 
Things

Smart 
Systems

Industrial 
Internet

NIsT: NIST has released a draft CPS framework document intended to help manufacturers create 
new CPS that can work seamlessly with other. Such smart systems help in bridging the distance 
between the physical and computational worlds.

Characteristics of Cps: 
 ● Are smart systems that include co-engineered interacting networks of physical and 

computational components. 

 ● Are intentionally cross product in their conception, design, and execution.

 ● Provide and enable collaborative and emergent functions that can exponentially improve the 
‘quality of life’. Functions, such as personalized health care, emergency response, traffic flow 
management, smart manufacturing, defense and homeland security, energy and many more 
can strongly enhance and improve the quality of life.

Course Book | Internet of Things Foundation
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NIsT: Cps lifecycle
D

at
a

Decision

C
ollaboration

Cloud 
Computing

Big Data & 
Analytic

Social 
Media Mobile 

Computing

Collaboration

Data Coordination

S
en

se

A
ct

ua
te

Control

Effect

Collective 
Intelligence

Collaborative 
Autonomy

CPS Environment

The CPS environment goes through various stages in its lifecycle. The stages are:
1. sensing: Achieved through physical devices such as sensors, actuators, etc.

2. Data: Received/stored on physical devices based on the sensing device.

3. Information: Data to be validated since sensor data can be noisy and faulty as failed sensors 
can provide incorrect readings.

4. Intelligence: Applying the correct analytical algorithms that are meaningful in context and 
result in intelligent information.

5. Decision: Intelligent information needs to be interpreted in such a fashion that is relevant to 
the decision maker.

6. optimization: Ensuring that the whole process goes through an optimal route resulting in a 
near real-time solution.

7. Coordination: Coordinating all the process activities seamlessly.
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8. Collaboration: Collaborating effectively with multiple protocols, platforms, and formats.

9. Actuation: Verifying that the resulting action(s) and decisions prove effective in context 
(addresses the problem in hand).

All the above stages are represented in a process lifecycle:

sense → Control → Action → effect

Internet of everything

People

Things
Data

Processes

Ioe: IoE is a collection of people, process, data, and things that make connections more significant and 
valuable than ever before, transforming information into actions that create new opportunities, richer 
experiences, and unparalleled economic opportunities for people, businesses, and countries. IoE 
expands on the concept of the “Internet of Things” by connecting literally everything on the network. 

The IoE is having a strong influence on business. This phenomenon is completely reinventing the 
operations of organizations. It is taking productivity and competitiveness to higher levels, along with 
opening many avenues for new and exciting opportunities.

Ioe Comprises of Four key elements:
 ● people: Considered as end-nodes connected across the Internet to share information and 

activities. Examples include social networks, health and fitness sensors, among others. 

 ● Things: Physical sensors, actuators, devices and other items generating data or receiving 
information. Examples include smart thermostats and gadgets.

 ● Data: Raw data analyzed and processed into useful data to enable intelligent decision making. 
Examples include temperature logs converted into an average number of high-temperature 
consumption hours pattern per day to explore room cooling requirements.

Course Book | Internet of Things Foundation

18 │ Copyright © 2017 Sample Material - Not for Resale



 ● processes: Leveraging connectivity among the data, things, and people to add value. 
Examples include the use of smart fitness gadgets and social networks to advertize relevant 
healthcare offerings to potential clients.

IoE creates an end-to-end ecosystem of networking, including technologies, processes, and concepts 
engaged across all networked use cases. Any further classifications, such as Internet of Humans, 
Internet of Digital, Industrial Internet of Things, Communication Technologies, and the Internet itself, 
will eventually create a subset of IoE if not considered already.

machine-to-machine
 ● M2M refers to technologies that allow both wireless and wired systems to communicate with 

other devices of the same type.

 ● M2M uses a device (sensor) to capture an event (temperature, pollution level, etc.), which is 
transmitted through a network (wireless, wired, or hybrid) to an application (software program), 
that converts captured event into meaningful data.

Machine-to-Machine

m2m: The suitably named IoT subset, M2M initially represented closed and point-to-point 
communication between physical objects. The rapid expansion of mobile devices and IP-based 
connectivity mechanisms have enabled data transmission across a system of networks. M2M is more 
recently referred as a technology that assists communication between machines without manual 
assistance. 

Examples of M2M include telemetry, traffic control, robotics and other applications. 
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how IoT, m2m and Ioe differ?

Machine-to-Machine

A device that captures an 
event and transmit the 

event over the network to 
an application. The 

application translates event 
to meaningful information.

Internet of Things

A network of uniquely 
identifiable things that 
communicate without 

human interaction using IP 
connectivity.

Internet of Everything

People

ThingsData

Processes

Bringing together the 
people, process, data, and 
things to make networked 

connections more 
meaningful by turning 

information into actions.

IoE is considered a superset of IoT. M2M communication is considered a subset of IoT. 

Difference Between IoT and m2m:

The capacity for applications throughout the business to access device data to enable performance 
improvements, business innovation, or other possibilities differentiates the potential of IoT vs. M2M. 
The cloud-based architecture makes IoT more scalable, removing the need for incremental hard-wired 
connections and Subscriber Identity Module (SIM) card installations. This is one reason why M2M is 
often referred to as “plumbing”, while IoT is seen as a universal enabler. Many M2M suppliers have 
started to add cloud capability through internal efforts, acquisition or partnering, but for many, this is 
new territory.

selection Between m2m or IoT: 

Enterprise integration capabilities, scalability, software vs. hardware emphasis, and use of standard 
vs. proprietary device connections are key criteria that influence whether you require an IoT or M2M 
solution.

Difference Between IoT and Ioe:

As the evolution of the Internet suggests, IoE (four pillars: people, process, data, and things) is a 
superset enclosing IoT (one pillar: things). In addition, IoE further accentuates the capability of the 
Internet to improve business and industry outcomes, and ultimately make people’s lives better by 
adding to the progress of IoT.

Impact for Businesses and Consumers:

IoE, IoT, and M2M will continue to advance in response to technology innovation, changing consumer 
fads, and varied marketing tactics. Businesses will have to evaluate the specifics of each situation 
instead of establishing conclusions based solely on the proposed labels of IoE, IoT, or M2M.
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Activity Time: Cyber-physical systems and Differences Among Ioe, m2m, and IoT
Activity: Individual participation

Refer the participants’ notes section for scenarios and questions on the topic covered.

Classify the following scenarios under IIoT or CIoT category:
1. Your Internet-Enabled car indicates that a vacant parking slot is available as you drive into 

your office parking lot.

2. On a holiday weekend while you are at home, you receive a notification on your official 
smartphone that someone in your office has logged into your computer.

3. A courier SMS indicates that your renewed passport will be delivered to your office address 
within the next one hour.

4. The refrigerator in your managerial cabin indicates to the canteen that its milk supply needs 
refilling.

5. Smart scales which accurately weigh and analyze Body Mass Index (BMI).

6. The OpenEnergyMonitor is an open source energy monitoring and control system which 
allows the user to track their energy use in the office and turn appliances on or off.

FACTs AND FIgures ArouND IoT AND IoT ApplICATIoN AreAs

Facts and Figures of IoT: scale
IoT Network Scale: how large it is?

 ● Number of mobile devices exceeded the number of people on Earth around 2008.

 ● Predictions are made that there will be 50 billion ‘things’ connected to the Internet by 2020.

Source: Cisco IBSG, April 2011
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Gigantic growth of smartphones and mobile PCs raised the number of devices connected to the 
Internet to 12.5 billion in 2010, whereas the world’s human population increased to 6.8 billion, making 
the number of connected devices per person more than 1 (1.84 to be exact) for the first time in history.

Facts and Figures of IoT: Influence
The influence of IoT is everywhere!

People More ‘things’ can be monitored and controlled, so people will become 
more capable and efficient.

Process
More users and machines can collaborate in real-time so more complex 
tasks can be accomplished in lesser time resulting in more connected and 
coordinated data.

Data Collect data more frequently and reliably, which results in more accurate 
analysis and decision making.

Things ‘Things’ become more controllable, therefore, mobile devices and ‘things’ 
become more valuable.

Facts and Figures of IoT: service support
Characteristics of IoT service support:

 ● Some advanced IoT services will need to collect, analyze, and process segments of raw 
sensor data and turn it into operational control information.

 ● Some sensor data types may have massive sizes (due to the large number of IoT devices).

 ● IoT databases will be needed, which will be supported by cloud computing.

 ● Big data support will be required for IoT data analysis.

 ● Social media and mobile device management will also play a part in the support of IoT.

Several enabling technologies, such as social media, cloud computing, mobile device management, 
and big data analytics will play a part in the growth and support of IoT.

Facts and Figures of IoT: economic Impact
Predictions have been made that IoT has the potential to increase global corporate profits by 21% (in 
aggregate) by 2022.

Category Value (In Trillions)

Asset Utilization $2.5T

Employee Productivity $2.5T

Supply Chain and Logistics $2.7T

Customer Experience $3.7T

Innovation $3.7T
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The combined value of the various categories (as mentioned in the table) has a potential to reach $15 
trillion by 2022.

A combined potential of $19 trillion market for private and public sectors. 

Connection Type Distribution % of Economic Value

M2M ($6.4T) 45% of economic value

M2P or P2M ($3.5T)

55% of economic value
P2P ($4.5T)

Private Sector:
 ● Machine-to-Machine (M2M) connections are important

 ● Person-to-Person (P2P) as well as Person-to-Machine (P2M), and

 ● Machine-to-Person (M2P) still represent the majority of IoT’s economic value 

Public Sector: 
 ● M2M, M2P or P2M, P2P ($4.6T)

Gartner predicts an IoT market of $19T, which indicates a huge market for providing services and 
availability of jobs.

When the $4.6T in potential public sector value is combined with the $14.4T of potential value at stake 
for the private sector, IoT is approximately $19T opportunity for businesses and governments globally 
in the years 2013-2022.

Traditional, Big and IoT Data: A Comparison

Traditional Data

 People, Transactions, 
Things

 Structured
 Hundreds, Thousands 

data flow per day
 Variable (often inside 

firewall)
 Customer Records, 

Transaction Records, 
Product Information, 
Business Data

Big Data

 Actions, Observations, 
Events 

 Multi-Structured
 Million, Billion data flow 

per day
 Cloud-Connected
 App Logs, Web Logs, 

Clickstream, Event Logs, 
Time series Data, Mobile 
Data

IoT Data

 Actions, Observations, 
Events, Interactions

 Multi-Structured
 Billions data flow per day
 Remote, Mobile
 Sensor Logs, Mobile Data, 

Event Logs, Operational 
Data
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scenario of an IoT world

Assume that your normal work day begins as follows:

Comparison Between an IoT and Non-IoT World

In a non IoT World In an IoT World

- 5.30 am Alarm rings 

6.30 am Alarm rings (as a normal day) 6.30 am Leave for office (1 hour earlier)

7.30 am Leave for office (at usual time) 7.30 am -

= 1 hour 15 minutes + 1 hour 
(delay) 

8.45 am Reach office (at usual time)

= 2 hours 15 minutes commute 9.00 am Start work (Without any delays)

9.45 am Reach office (1 hour late) 9.45 am -

10.00 am Start work (Delay of 1 hour) 10.00 am -

The 1 hour delay factor 
is sensed by the alarm 
(Internet-Enabled) and 
so the alarm rings earlier 
than the set time.

6.30 am Alarm rings

7.30 am Leave for office (commute time = 1 hour 15 minutes)

8.45 am Reach office

9.00 am Start work

An IoT example
Consider a device with a temperature sensor. 

 ● The sensor has the ability to detect the current temperature.

 ● As the sensor is a hardware item, it has to inform the value it has read to the user. 

 ● So, we connect the sensor to a microcontroller. 

 ● Through this microcontroller, the sensor will transmit the temperature-related data.

 ● A program written by the user will monitor the microcontroller and on detecting the data will 
process it.

Food for thought: It is all about achieving more efficiency. Thousands of objects are around us already. 
What do we gain from “connecting them” or having remote access to them?
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IoT Application Areas

Area Application

Agriculture Sensors are deployed on farm machinery in order to provide broad array of data about 
the equipment, soil temperature, moisture, etc. 

Buildings/Smart 
Homes

Building sensors are used to help facility managers to proactively ensure that their 
buildings operate at peak efficiency. 

Communities Smart cities make use of parking space availability systems, intelligent traffic 
monitoring systems, intelligent highways, weather-adaptive street lighting and more. 

Healthcare Use baby monitors, smart diapers, pills with ingestible sensors and more.

Manufacturing Factories with sensors can improve operations, product quality, and decrease safety 
hazards.

Smartphones Control everything from door locks, thermostats, light bulbs, vacuum cleaners and 
more. 

Utilities Smart water meters can be used to reduce water leaks. Smart electric grids can adjust 
rates depending on usage. 

Wearables Smart watches, fitness trackers, and health monitors may become primary source for 
human-related data, and can also be used in sports, retail, travel, and manufacturing. 

moDule summAry
In this module, you learnt:

Introduction: Internet, Things, and IoT
 ● Internet is the global system of interconnected computer networks that use the Internet protocol 

suite (TCP/IP) to link billions of devices worldwide.

 ● Things refers to any physical object (people, animals, and things) that can be uniquely identified 
by IP address.

 ● IOT is a network of physical objects or ‘things’ that can interact with each other to share 
information and take action.

IoT Types, history and evolution of IoT
 ● There are two types of IoT: CIoT and IIoT.

 ● IIoT incorporates machine learning and big data technology by utilizing the sensor data, while 
CIoT represent the class of consumer-oriented applications.

 ● The Web has gone through four distinct evolutionary stages till now.

 ● As per Gartner’ report, the IoT has reached the height of its hype, as on July 2015.
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Cyber-physical systems and Differences Among Ioe, m2m, and IoT
 ● NIST has released a draft CPS framework document intended to help manufacturers create 

new CPS that can work seamlessly with other.

 ● CPS environment goes through sensing, data, information, intelligence, decision, optimizations, 
coordination, collaboration, and actuation.

 ● IoE is a collection of people, process, data, and things that make connections more significant 
and valuable.

 ● M2M, IoT subset, initially represented closed and point-to-point communication between 
physical objects.

Facts and Figures Around IoT and IoT Application Areas
 ● Smartphones and mobile PCs raised the number of devices connected to the Internet.

 ● Social media and mobile device management will also play a part in the support of IoT.

 ● Predictions have been made that IoT has the potential to increase global corporate profits by 
21% (in aggregate) by 2022.

 ● Gartner predicts an IoT market of $19T, which indicates a huge market for providing services 
and availability of jobs.

 ● Application areas of IoT include agriculture, smart homes, communities, healthcare, 
manufacturing, utilities, etc.

moDule eND QuesTIoNs
Q1. what is the definition of the Internet of Things?

a) A global system of interconnected networks

b) Technology that brings dead things back to life

c) A network of smart phones that deliver a smart experience

d) Connected, data-generating devices embedded in everyday objects

Q2. what is IoT also known as?

a) Machine-to-Machine

b) Thing-to-Thing

c) Person-to-Thing

d) Person-to-Person
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Q3. In the world of Ioe, what does IoT comprise of?

a) Only things

b) People and things

c) People, process, data, and things

d) People, things, and sensors

Q4. A few cities across the world have Internet-enabled dustbins. what benefit does this 
provide?

a) The bins sort recyclable materials

b) The bins can report vandals

c) The bins can ask to be emptied

d) The bins can communicate with each other

Q5. All of the following can be done with IoT except?

a) Connect both inanimate and living things

b) Use sensors for data collection

c) Change what types of item communicate over an IP Network

d) Automate certain basic tasks by depending solely on central or cloud based applications 
and services

Q6. what is common amongst cows, trees and shoes?

a) They can be given names

b) They are inanimate objects

c) They are sensors

d) They are part of the Internet of Things

Q7. some companies refer to the IoT as the Ioe. what does Ioe stand for?

a) Internet of Enterprise

b) Internet of Ethernet

c) Internet of Excellence

d) Internet of Everything
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Q8. All of the following are a part of the Internet of Things, except:

a) Fitness Tracker

b) Stapler

c) Security Camera

d) Home Thermostat
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